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Why should you care?

1. The DoD will not have a collaboration platform that can connect to external (Non-NIPR) users after MS CVR sunset
2. MS Teams on NIPR will only be available on NIPR desktop and NIPR web clients

3. Popular free communications applications like Whatsapp & Signal are not secure or approved for DoD use

Wickr RAM is the DoD'’s best available capability that enables you to collaborate with anyone, anywhere,
from any device with fully DoD accredited security always protecting your commmunications

What's your transition plan?

\ SWhatsApp

DOD ONLY
NO PHONES

https://wickr.com/ram/get-started/



Wickr RAM

What is it?
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Wickr Platforms Overview

256-Bit AES End-to-End Encrypted Communications
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Wickr Me . Wickr Pro :
* Anonymous and Private - * Enterprise Compliance-Ready
* 15M+ users . * Small to Large Hosted Model
+ 7.5B+ messages sent “  Custom Bots “

« 2M+ MAU . » Network Admin Console
Free . + Global Federation

&Global Federation /
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Wickr Me

Free Private Messenger for

duals

1:1 Messaging
Group Messaging (Up to 10 Members)

Audio Call

g (1:1 Only

Video Calling (1:1 Only)

File Share (Up to 10 MB)

Location Sharing

Expiration Settings (Upto &

or Pro Users Outside of Your Ne
Organization)

111 Messaging

Group Mes: g (Up to 500 Members)

Audio Calling (Up to 70 Participants)
Video Calling (Up to 70 Participants

Broadcasting/Live Streamin: to 500

Participants)
Screen Sharing
File Share (Up to 5 GB)

Location Sharing

Message Expiration Settings (Up to 1 Year)

Burn-On-Read Timer

Federation (Communicate with Wickr Me

of Pro Users Outside of Your Network or

Organization)

Administrative Controls

Wickr Enterprise

11 Messaging
Group Messaging (Up to 500 Members)
Audio Calling (Up to 70 Participants)

Video Calling (Up to 70 Participants)

Screen Sharing

File Share (Up to 5 GB)

Location Sharing

Message Expiration Settings (Up to1'Year)
Bumn-On-Read Timer

Federation {Communicate with Wicks

of Pro Users Outside of Your Net
QOrganization)

Administrative Controls

Wickr is the only DoD approved option for single app connectivity across all your devices available today

https://wickr.com/ram/get-started/




Wickr Unique Features

EQ Wickr calls dial all attendees like a regular phone call eliminating meeting links

(\D Personal user room to pass data to yourself between all of your connected devices

& Mass messaging capability to facilitate Recall & Alert functions for large user groups

@ Voice memos and quick responses for faster chat communication between users on the go
@

N Anonymity tools to mask users from either RAM or ME to allow for sensitive communication

% Data expiration, retention, and secure shredding capabilities to provide extra security controls

&

User controlled location sharing for both static or live broadcast tracking from any user on any device

https://wickr.com/ram/get-started/



Connecting All Users Across All Platforms

Global Federation

https://wickr.com/ram/get-started/



Version Enhancements

=% Major Enhancements New Client Rollout - Update Now

Ly
°

@ We have the new clients rolling out on both the Android play store, iTunes, and the government software center often. These new clients will be adding several

° new features, as well as fixing a range of old bugs. You can download new clients from either your government software center, or via the link below:
°
°
° Product Update (5.66) Product Update (5.63) Product Update (5.62)
°

M See the latest Product Updates at: M
y, Improved Features https://wickr.com/ram/get-started/
N

New client versions released monthly to DoD Software centers, iTunes/Google Play stores, and on our website

https://wickr.com/ram/get-started/


https://wickr.com/ram/get-started/

Wickr Bots

What is a Bot?

WickrlO Gateway

L] —_—
N < data K ——, > Wiek
g:—w WickrlO WickrlO lexr
Console < > Client <: Messaging
and
>~ Control

—/
NPM

What can they do? Registry
y NN

P stansh WickrlO Addon
o - stop.sh

i 0 g

. »- install.sh W|ckr|.0 <-J_ \

P configure.sh I nteg ration
hd P upgrade.sh
° WickrlO Integration Software
.

Learn more:
https://wickrinc.github.io/wickrio-docs/#wickr-io

https://wickr.com/ram/get-started/



Bot Integrations

Existing Integrations

Wickr Enterprise

L]
Toroadcast thiss a test
L]
Would you ke to ask the recipients for an acknowledgement?
ROOMS
L]
Due Dilligence Room
Co staff
L]
ue Squad
Who would you like to recelve this message?
aintenance T
° Here s aist of the security groups:
oom (0) default (users: 1003)
oCRelations (1) Real Users (users:5)
Please enter the number P
L]

Weekly Sales Pipeline

O reply al o send the message to everyone i the network

In Development

Would you ke to repeat this broadcast message?

Harris Ford
. SauadiBoadcast
nith

° €O_BroadCast

Christine Hellman

Broadcast message in process of being sent
L]
MacBook Air

L]
L]
L]
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DoD Use Case Examples

Free Wickr User

Recall & Alert Messaging
Medical Evac Support
Off-duty Secure Comms

DoD SAFE Alternative

o, ;g"-w E /’,»" RAMBots I
l‘ ;_(:‘_i ”,"’
* u - S

- Sl RAM USER

RAM USER

Streaming Tactical ISR Sensor Feeds
Location Sharing for Personnel Tracking
Anonymous communication for sensitive reporting

Comms with Coalition Partners, Contractors, and Family

https://wickr.com/ram/get-started/




RAM Onboarding Process

1. License Acquisition

Wickr Military Sales — Dan Skinner
dskinner@wickr.com
Wickr Gov Sales — Matt Jones
mjones@wickr.com

3

2. User Account Creation

Information Source is the Global Address Book in Outlook \
o Service, Agency, or Next Command Level
Middle EDIPI (DOD ID Command (Company | below Service, Agency, or |Organization
Last Name | First Name| Initial | Government Email \umber) [Rank Field) C d (Department) (Office)
Doe John X john.x.doe @mail.mil 1012234556  [1st Lt|USAF 111st AW 111stCS

3. Client Setup

3

€-0-€-0- &

Download Download Wickr Load Config in Login to Provision

https://wickr- ram-conﬁguration.s3-us—gov— Config File Enterprise Wickr Enterprise Wickr RAM NIPR Device
west-1l.amazonaws.com/index.html

https://wickr.com/ram/get-started/


https://wickr-ram-configuration.s3-us-gov-west-1.amazonaws.com/index.html

RAM Onboarding Process Cont.

© vick Enerprise

Morrison, Brian T CTR WICKR

4. Training InStrUCtionS Morrisor ° 461t ACW Wickr Implementation Room

L4 icl est Practices v1.0,
. https://wickr.com/ram/get-started/ orerronsoom ?

Wickr Q&A Sessions.

. 4615t ACW Wickr Implementation Room Best Practices Graphics.pdf
854.7 KB Portable Document Format

160th SOAR On-boarding Feedback

‘Wickr SBIR Room f 7
SOF Wickr RAM Implementation

Wickr AO Room

5. Organizational Setup R C—

524505 QC/Bug Reporting

. DIRECT MESSAGES

Wieser, Todd L GS-15 USAF AFSOC AFSOC/C.
Quilliams, Matthew R Maj USAF ANG 116 AC..

Get Started | Wickr
et Oriboard! How to Set Up Your New Wickr RAM Account To begin,
Pinson, Jeffrey] CTR USAF AFSOC AFSOC/CDT choose at least one personal or government computing device (PC, Ma.

Odell, Jeffrey L POT USN USSOCOM NSW

. Perhala, Ryan A Maj USAF ACC 26 WPS/DO

. Monteith, Tyler G CTR USAF AFSOC CDT GDI..
ps://wickr.com/ram/get-started
McMahon, Scott M CTR USSOCOM SOCOM

Glardon, joshua 1SG USARMY USSOCOM US...
Nolan, Timothy) Capt USAF AFSOC AFSOC/.

6. Additional Participation 051l Agenda for today's meeting:

* - Onboarding Content Updates Coming
- Use Cases Review
. - Recall & Alert Bot Test Group Solicitation

- Round-table Discussion / Pain Points
As a reminder, we will be recording the meeting and will

post the recording and notes to the room for those
unable to attend.

Meeting Ended
By Morrison, Brian T CTR WICKR USAF AFS...

v

https://wickr.com/ram/get-started/
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ME & Pro Onboarding Process (Non-DoD Users)
1. Download Wickr Pro or ME client software -—

https://wickr.com/downloads/

Wickr Me Wickr Pro Wickr Enterprise
2a. Wickr ME User Account Creation
| CCCCCCCCCCCCC |
2b. Wickr Pro User Account Creation i
. i ‘
/) wickr pro
WELCOME
Secure messaging and collaboration
app trusted by millions worldwide.

elenatestwickr@gmail.com

https://wickr.com/ram/get-started/
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Wickr RAM Questions??

Contact Us:

L? .1_ -lI I - -
O §
9
r SUPPORT FOR THE WARRIOR

https://armamanagedservices.freshservice.com

KQ%; /7 wickr

bmorrison@wickr.com

https://wickr.com/ram/get-started/
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